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Editorial

Dear CounteR Community,

The project team is thrilled to announce the start
of an exciting phase of the CounteR Project’s life:
as we venture into the final stretch, the upcoming
four months are shaping up to be intense yet in-
credibly rewarding. This journey began with the
launch of the CounteR Platform’s third pilot in
mid-December 2023, setting the stage for what
promises to be the culmination of hard work, ded-
ication, and collaboration among our esteemed
partners.

We have lined up a number of events that would
lead CounteR to achieving its planned project mile-
stones. Here is a glimpse of what lies ahead:

- Second CounteR Webinar, tentatively scheduled
for 25 January 2024: AST, IMG, INS, ELTE and El ex-
perts will discuss the role of large language mod-
els in countering radicalisation - this is the heart
of CounteR’s added value. Stay tuned to the pro-
gramme’s final version and mark your calendars
for subscribing to attend. Details will come soon
through our website and our accounts on X and
LinkedIn. For reference, check the outcomes of
our first webinar.

- Sixth CounteR Technical Meeting & Fourth Coun-
teR Platform Piloting Event, planned for 6-8 Feb-
ruary 2024 in Lisbon. Hosted by PJ, this event is set
to foster insightful exchanges by consortium part-
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ners as we drive CounteR closer to fulfilling its final
objectives.

- CounteR Project Spring Conference: hosted by
UCSC in Milan on 14-15 March 2024, this event is a
key moment of our journey. The conference will
bring together experts and practitioners to pres-
ent project results and discuss experiences from
the field, related to TRA-Is and radicalisation.

- External Stakeholders Demo Event: as March
draws to a close, we will be hosting a demonstra-
tion event for the CounteR Platform, targeted to
external stakeholders. This event will reinforce the
progress that the project has achieved - it will be
an opportunity to present our accomplishments to
a wider audience of potential users.

¢ CounteR attended DG
HOME’s Annual CERIS Event in
Brussels
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https://counter-project.eu/project/
https://counter-project.eu/wp-content/uploads/2023/11/Brochure_CounteR.pdf
https://assist-software.net/
https://imagga.com/
https://www.insiktintelligence.com/
https://www.elte.hu/en/
https://www.europeaninstitute.bg/en/
https://counter-project.eu/
https://twitter.com/CounteRH2020
https://www.linkedin.com/authwall?trk=bf&trkInfo=AQFPiIY7iGTQYwAAAXyNDDFYtz9wRmSeZHnvRuyYz_kil8X_-aHROK8YJrqlv9nE_Jtrk0BIRAIUlhZcCLLAH-RZgCJmRo041r_5xd_isCuf29ZwyrWbnbeTdbCoPx9_vX6L0bs=&originalReferer=&sessionRedirect=https%3A%2F%2Fwww.linkedin.com%2Fcompany%2Fcounter-project%2Fabout%2F
https://counter-project.eu/news/highlights-from-counter-s-april-2022-webinar/
https://www.policiajudiciaria.pt/
https://www.unicatt.eu/
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- Joint Activities with the TCO Cluster — We are
proud to announce that CounteR has entered into
collaboration with the Terrorist Content Online
(TCO) Cluster. Three ISF-funded projects — ALLIES,
FRISCO, and TATE —jointly run this initiative to raise
awareness about the new regulation on terrorist
content online. Plenty of opportunities for syner-
gies and shared visions with the CounteR team!

These events will bring CounteR closer to achiev-
ing the project goals and objectives and will be
extensively covered in the next two (and last) edi-
tions of the CounteR newsletter. All our readers
are most welcome to participate, attend, join, and
interact: stay tuned to the updates as they become
available.

As we navigate through this critical phase, let us
continue leveraging our strengths and driving in-
novation within the Counter community for a last-
ing impact within our industry. The next months
will be the culmination of our collective efforts
and, for all of us, 2024 will be full of anticipation
and promise.

Warmest wishes for a happy and prosperous
New Year!

Sincerely yours,

Dr. Borislav Mavrov,

CounteR Dissemination Manager
European Institute Foundation (EI)

COUNTER ATTENDED DG HOME’S

ANNUAL CERIS EVENT IN BRUSSELS

On 14-15 December 2023, the CounteR project, rep-
resented by El, participated in the annual event of
CERIS - the Community for European Research and
Innovation for Security.

The CERIS conference, entitled “Fighting Crime and
Terrorism/Resilient Infrastructure”, was organised
by the European Commission’s DG Home Affairs
with the objective to bring together security re-
search practitioners, policy makers, researchers,
civil society and industry to discuss cross-cutting

topics that have a broad and horizontal impact on
research and innovation in this domain.

Among the participants and panellists were the Eu-
ropean Forum for Urban Security, the European Cit-
izen Action Service, Fondazione Safe, Public Safety
Communication Europe, and others, including pro-
jects and consortia funded through Horizon Europe
and the Internal Security Fund.

“The CERIS event was
a great opportunity to
meet with colleagues
from across the research
and security ecosystem.
A key takeaway that
emerged from the event
is that CSOs should serve
as a bridge between ac-
ademics, citizens and
LEAs”, Apostol Apos-
tolov from El, represent-
ing the CounteR consortium, commented.

More information about the CERIS event is available

000

in the CounteR website publication. ¢35


https://www.europeaninstitute.bg/en/
https://www.alliesproject.com/tco-cluster/
https://www.alliesproject.com/tco-cluster/
https://www.alliesproject.com/
https://friscoproject.eu/
https://tate.techagainstterrorism.org/
https://home-affairs.ec.europa.eu/networks/ceris-community-european-research-and-innovation-security_en
https://home-affairs.ec.europa.eu/networks/ceris-community-european-research-and-innovation-security_en
https://home-affairs.ec.europa.eu/whats-new/events/ceris-annual-event-2023-fighting-crime-and-terrorismresilient-infrastructure-2023-12-14_en
https://home-affairs.ec.europa.eu/index_en
https://research-and-innovation.ec.europa.eu/funding/funding-opportunities/funding-programmes-and-open-calls/horizon-europe_en
https://home-affairs.ec.europa.eu/funding/internal-security-funds/internal-security-fund-2021-2027_en
https://counter-project.eu/consortium/
https://counter-project.eu/news/counter-attended-dg-home-s-annual-ceris-event-in-brussels/
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THE NEWEST COUNTER SCIENTIFIC

PUBLICATIONS: A DIGEST

A collection of newly-released scientific publications, authored by researchers and experts from the Coun-
teR consortium, has been made available on CounteR website's Publications Section. In Issue #8, the
newsletter dedicates space to presenting a digest of these specialised articles.

ITADATA Conference - Project Presentation and Audience
Engagement | CINI

Published on 12 October 2022
Authors: Marco Anisetti, Michelangelo Ceci

A scientific publication was presented to the audi-
ence of the ITADATA2022 conference on big data
and data science, conducted in September 2022 in
Milan - Italy. The paper was presented by Marco
Anisetti (Universita degli Studi di Milano) and Mi-
chelangelo Ceci (Universita degli Studi di Bari) dur-
ing the Workshop on active projects of the CINI lab B
on big data. .‘

SAIRUS: Spatially-aware identification of risky users
in social networks | CINI

Published on 29 May 2023
Author: Antonio Pellicani, Gianvito Pio, Domenico Redavid, Michelangelo Ceci

This paper contributes towards an automated identification of risky users in social networks. Specifically,
we propose a novel system, called SAIRUS, that solves node classification tasks in social networks by ex-
ploiting and combining the information conveyed by three different perspectives: the semantics of the tex-
tual content generated by users, the network of user relationships, and the users’ spatial closeness, derived
from the geo-tagging data associated with the posted contents.

Analysing Zero-Shot Transfer Scenarios across Spanish variants for Hate
Speech Detection | INRIA

Published on 6 June 2023
Author: Galo Castillo-I6pez, Arij Riabi, Djamé Seddah

In this work, we present the results of a thorough analysis of hate speech detection models performance
on different variants of Spanish, including a new hate speech toward immigrants in Twitter data sets. Using
mBERT and Beto, a monolingual Spanish Bert-based language model, as the basis of our transfer learning
architecture, our results indicate that hate speech detection models for a given Spanish variant are affected
when different variations of such language are not considered. Hate speech expressions could vary from
region to region where the same language is spoken. Our new dataset, models and guidelines are freely
available.


https://counter-project.eu/scientific-publications/3823/
https://counter-project.eu/scientific-publications/3823/
https://counter-project.eu/scientific-publications/sairus-spatially-aware-identification-of-risky-users-in-social-networks/
https://counter-project.eu/scientific-publications/sairus-spatially-aware-identification-of-risky-users-in-social-networks/
https://counter-project.eu/scientific-publications/3823/
https://counter-project.eu/scientific-publications/analyzing-zero-shot-transfer-scenarios-across-spanish-variants-for-hate-speech-detection/
https://counter-project.eu/scientific-publications/analyzing-zero-shot-transfer-scenarios-across-spanish-variants-for-hate-speech-detection/
https://counter-project.eu/scientific-publications/3823/
https://counter-project.eu/publications/#scientific
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Enriching the NArabizi Treebank: A Multifaceted Approach to
Supporting an Under-Resourced Language | INRIA
Published on 10 June 2023
Author: Arij Riabi, Menel Mahamdi, Djamé Seddah —— & I
In this paper, we address the scarcity of annotat- ) adymod advmed \ _nomod
ed data fOI‘ NArabiZi, a Romanized form Of North jetaime m'adjid nchmon dima fal3ali wdima  mcharaf bladna
African Arabic used mostly on Social media, Which llz:li-:,:wu .I‘l’::‘;l:;ll irh:;i‘;luh mu;’\-::rhr ull‘:;\-.\' ul;ll;z";up uml::;:run Imnu\r;’:u'ul rmr\zl';:u\mn-

(a) NArabizivl

poses challenges for Natural Language Processing O al__ -

(NLP). We introduce an enriched version of NArabi- NP P 2 S

zi Treebank (Seddah et al,, 2020) with three main 1 7 000 Mo 0l o e © o4 W ¢ dime meeat  blan
contributions: the addition of two novel annotation ™" o' e Magia ichatliah may souse abways a the op  and abways honoring of our couns
layers (named entity recognition and offensive lan- R

guage detection) and a re-annotation of the tokeni-
zation, morpho-syntactic and syntactic layers that

ensure annotation consistency.

Figure 1: Illustration of an example from the NAarabizi treebank before and after the modifications.

Towards a Robust Detection of Language Model Generated Text: Is
ChatGPT that Easy to Detect? | INRIA

Published on 12 July 2023
Author: Wissam Antoun, Virginie Mouilleron, Benoit Sagot, Djamé Seddah

Recent advances in natural language processing (NLP) have led to the development of large language mod-
els (LLMs) such as ChatGPT. This paper proposes a methodology for developing and evaluating ChatGPT
detectors for French text, with a focus on investigating their robustness on out-of-domain data and against
common attack schemes. The proposed method involves translating an English dataset into French and
training a classifier on the translated data.

Data-Efficient French Language Modeling with CamemBERTa | INRIA

Published on 2 August 2023
Author: Wissam Antoun, Benoit Sagot, Djamé Seddah

In this paper, we introduce CamemBERTa, a French DeBERTa model that builds upon the DeBERTaV3 archi-
tecture and training objective. We evaluate our model’s performance on a variety of French downstream
tasks and datasets, including question answering, part-of-speech tagging, dependency parsing, named en-
tity recognition, and the FLUE benchmark, and compare against CamemBERT, the state-of-the-art monolin-
gual model for French.

Greedy routing optimisation in hyperbolic networks | ELTE

Published on 20 March 2023 TTK
Author: Bendegtz Sulyok, Gegely Palla

One of the motivations behind hyperbolic embedding is that optimal placement of the nodes in a hyper-
bolic space is widely thought to enable efficient navigation on top of the network. According to that, one
of the measures that can be used to quantify the quality of different embeddings is given by the fraction
of successful greedy paths following a simple navigation protocol based on the hyperbolic coordinates. In
the present work, we develop an optimisation scheme for this score in the native disk representation of the
hyperbolic space.


https://counter-project.eu/scientific-publications/enriching-the-narabizi-treebank-a-multifaceted-approach-to-supporting-an-under-resourced-language/
https://counter-project.eu/scientific-publications/towards-a-robust-detection-of-language-model-generated-text-is-chatgpt-that-easy-to-detect/
https://counter-project.eu/scientific-publications/towards-a-robust-detection-of-language-model-generated-text-is-chatgpt-that-easy-to-detect/
https://counter-project.eu/scientific-publications/3823/
https://counter-project.eu/scientific-publications/data-efficient-french-language-modeling-with-camemberta/
https://counter-project.eu/scientific-publications/3823/
https://counter-project.eu/scientific-publications/3823/
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From Text to Source: Results in Detecting Large Language Model-Gen-
erated Content | INRIA

Published on 1 October 2023
Author: Wissam Antoun, Benoit Sagot, Djamé Seddah

This paper investigates “Cross-Model Detection,”
evaluating whether a classifier trained to distin-
guish between source LLM-generated and hu-
man-written text can also detect text from a target
LLM without further training. The study compre-
hensively explores various LLM sizes and families,
and assesses the impact of conversational fine-tun-
ing techniques on classifier generalization. The re-
search also delves into Model Attribution, encom-
paSSing source mOdeI identiﬁcation, mOdeI fam”y Figure 4: Normalized confusion matrix for Source Model Identification. 5-seed averaged and normalized by the
classification, and model size classification. predicted class support.

True label

HURI: Hybrid user risk identification in social networks | CINI

Published on 29 July 2023

Author: Roberto Corizzo, Gianvito Pio, Emanuele Pio Content-based System Topology-based System
Barracchia, Antonio Pellicani, Nathalie Japkowicz, L | ~Q Qe = §“‘W’
. . father begins Safe user
Michelangelo Ceci 3 | X
A @) ST 8‘7 @I = L

In this paper, we propose HURI, a method for social - -
network analysis that accurately classifies users as é " L

safe or risky, according to their behaviour in the so-

cial network. Specifically, the proposed hybrid ap- Classification: Risky X Classification: Risky X
Fig.1 A graphical representation of common misclassification errors made on a noisy user (e.g., a journalist).
proaCh Ieverages bOth the tOpOIOgy Of the network On the left, we show a misclassification error ¢ ly made by content-based systems on users who
H H H st/interact with apparently risky content, even if he/she is linked with several safe users. On the right,
of interactions and the semantics of the content — pinent i soeais iy o ocn it nked i sl i v, 0 e i
Shared by users Iead ing to an accurate classiﬁca_ relationships with risky users than with safe users, even if he/she posts only safe content
)

tion also in the presence of noisy data, such as us-
ers who may appear to be risky due to the topic of
their posts, but are actually safe according to their
relationships.

Stay Tuned to Newsletter's Issue #8!

Inissue #9, we will present the results from the project’s second webinar, scheduled for January 2024.
We will also provide information about the sixth CounteR technical meeting, paired with the fourth plat-
form piloting session, due in February.


https://counter-project.eu/scientific-publications/from-text-to-source-results-in-detecting-large-language-model-generated-content/
https://counter-project.eu/scientific-publications/from-text-to-source-results-in-detecting-large-language-model-generated-content/
https://counter-project.eu/scientific-publications/from-text-to-source-results-in-detecting-large-language-model-generated-content/
https://counter-project.eu/scientific-publications/huri-hybrid-user-risk-identification-in-social-networks/
https://counter-project.eu/scientific-publications/3823/
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https://www.insiktintelligence.com/
https://imagga.com/
https://www.icon.com.mt/
https://www.consorzio-cini.it/index.php/en/
https://www.inria.fr/en
https://www.elte.hu/en/
https://www.unicatt.eu/
https://www.mitla.org.mt/
https://www.europeaninstitute.bg/en/
https://militantsdessavoirs.org/en/
https://www.eticasconsulting.com/
https://assist-software.net/
https://www.nova.gr/
https://www.policiajudiciaria.pt/
https://www.fhvr.bayern.de/
https://www.vp.gov.lv/en
https://mvr.bg/en/home
https://www.interieur.gouv.fr/
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YOUR COUNTER POINTS OF CONTACT ARE:

Mr. Catalin Trufin, Project Coordinator Mr. Borislav Mavrov, Dissemination manager
ASSIST Software SRL European Institute
catalin.trufin@assist.ro bmavrov@europe.bg
Ry,
CounteR
https://counter-project.eu https://twitter.com/CounteRH2020
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https://www.linkedin.com/company/counter-project/

The CounteR project has received funding from the European Union’s Horizon 2020 Research and
Innovation Programme under grant agreement no. 101021607.

This newsletter’s contents are the sole responsibility of its authors and can in no way be taken to
reflect the views of the European Union. All authors’ rights are reserved.

The European Commission has no liability in respect of this document, which is merely representing the
authors' view.
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